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ABSTRACT

On the one side, it could be argued that ICT provide a perceived anonymity for people downloading and
distributing child abusive material, also labelled child pornography. While, on the other side the technology
offers powerful surveillance mechanisms to monitor these activities and thus constitutes a powerful tool for law
enforcement. This article aims to explore how offenders manage the risk of surveillance when downloading,
distributing and exchanging child abusive material. Critical research with a focus on panopticon is used as
a theoretical framework. The data is drawn from interviews with offenders, convicted of child porrography.
The findings show that the offenders have developed technological and social strafegies to reduce the risk
of surveillance and addresses the need of a new theoretical concept better adjusted fo surveillance practices
that allow the many to watch the many. The ultimate motivation for researching this topic is to contribute fo
the development of effective child protection strategies.

Keyword: Child Abusive Material, Critical IS Research, ICT, Offender. Panopticon, Strategies,
Surveillance

INTRODUCTION . kind of networks are considered important

by people with a sexual interest in children,
The widespread dissemination and use of singe they offer the possibility to share and
information and communication technologies  exchange child abusive material regardless of
(ICT) (Knights & Murray, 1994) incombination  pational boundaries (Taylor & Quayle, 2003;
withtechnological advances have facilitatedfor  Eneman, 2008). Murray (2006) highlights the
individuals with a sexual interest in childrento  dyalistic nature of ICT and uses the metaphor
produce, download, distribute and exchange  of a double-edged sword. One could argue that,
childabusive material (Taylor & Quayle, 2003; - on the one side, the technology provides ‘per-
Sheldon & Howitt, 2007; Gillspie, 2008). An-  ceived anonymity” (Sheldon & Howitt, 2007)
other characteristic of the technology is thatit o ‘apparent cover of anonymity” (Gillespie,
easily can be used to create networks where  2008), accessibility and affordability. Another
people with a sexual interest in children can  feature of the technology is that it reduces the
meet other like-minded individuals (Thomas  socjal exposure for people downloading and
& Loader, 2000). Research shows that these  distributing child abusive material (Taylor &

Quayle, 2003; Adam, 2005; Eneman, 2008).

Whilst, on the other side the technology offers
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powerful surveillance mechanisms that can be
used to monitor these activities and thus con-
stitute a powerful tool for law enforcement in
crime detection (Gillespie, 2008; Lyon, 2006;
Thomas & Loader, 2000). Contemporary sur-
veillance systems have become less obvious
and overt, and more systematic and subtle in
our everyday life (Lyon, 2001; Haggerty, 20006).
Consequently, even that people are aware of
the risk of being monitored when downloading
and/or distributing child abusive material, they
do not know exactly when they are subject of
surveillance or how comprehensive others’
knowledge of them actually is (Lyon, 1994).
The research topic of this article is child
abusive material (Quayleetal, 2006; 2008), also
labelled child pornography. Gillespie (2008)
argues that child pornography is ‘an extremely
controversial label’ and that professionals tend
not to use it since it reduces the gravity of what
the material portrays and invites comparisons
with adult pornography. The term child pornog-
raphy is not unproblematic and there is not one
single definition of it. Interpol has formulated
the following useful definition of child por-
nography: “Child pornography is created as a
consequence of the sexual exploitation orabuse
of a child. It can be defined as any means of
depicting or promoting the sexual exploitation
of a child, including written or audio material,
which focuses on the child’s sexual behaviour
or genitals” (Sheldon & Howitt, 2007). This
definition highlights that child pornography can
exist in different forms such as visual depic-

tions, audio depictions and textual depictions

(Gillespie, 2008). Quayle et al (2008) have, in
the recent thematic paper on Child Pornography
and Sexual Exploitation of Children Online, rec-
ognised that there has been a significant change
in the discourse used to describe the material
portraying sexual abuse and/or exploitation of
children. They have identified that the terms
‘abusive images’ and ‘abusive material’ now
are widely used by professionals. It should be
emphasized that not all sexual depictions of
children are visual, therefore the latter term
‘abusive material’ is more appropriate to use
sinceitalso capture non-visual material such as

audio and text (Sheldon & Howitt, 2007). Most
jurisdictions use the term ‘child pornography’
(Gillespie, 2008). This article will primarily use
the term ‘child abusive material’ but the term
‘child pornography’ will also be used due to
that 1t is the legal definition used in Sweden.
I do however agree with Gillespie (2008) and
Quayle et al (2006; 2008) that the term child
pornography is an inadequateterm. Theresearch
topic of child abusive material is studied in rela-
tion to ICT usage. When using the term ICT it
should benoted that ICT is notone homogenous
technology (Gillespie, 2008; Eneman, 2006).
ICT consists of several different technologies,
which have different characteristics, and there
arealsovariations in how differenttechnologies
are interpreted and used (Monteiro & Hanseth,
1995; Walsham, 2004).

According to current Swedish legal posi-
tion; production, distribution and possession
of child pornography are criminalised. The
Swedish legislation has however been proven
to be inadequate in parts (Eneman, 2005), and
has not been adjusted to tackle the contem-
porary technological challenges (Gillespie,
2005; 2008). The limitations refer to the lack of
legal regulation of viewing child pornography
online and the current classification of child
pornography as a ‘crime against public order’
and not as a sexual crime. England and Wales
solved the issue of viewing child pornography
online by inserting the verb ‘to make’ into
the legislation to more effectively adjust it to
modern advanced technology (Gillespie, 2005,
2008). Besides beinga criminal offenceinmany
Western countries, child pornography is alsoa
phenomenon that is strongly unacceptable in
society (Taylor and Quayle, 2003). To sum up,
the implication is that people who download,
distribute and exchange child abusive material,
also labelled ‘child pornographers’ (Sheldon
& Howitt, 2007), have strong incitement to
protect their identity to reduce the risk of be-
ing detected and thereby be prosecuted for the
committed crime.

My ultimate motivation (Walsham, 2005;
Stahl, 2008) for researching this topic is to
contribute with knowledge to the development
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of effective child protection strategies (Taylor
& Quayle, 2003; Gillespie, 2008). Adequate
knowledge can paradoxically only be obtained
by studying the offenders’ behaviour. This
article aims therefore to explore the offenders’
relationship toward the risk of surveillance by
focusing on the following question: How of-
fenders manage the risk of surveillance when
downloading, distributing and exchanging child
abusive material?

This article contributes to the theoretical
field of critical information systems research
(CISR) by exploring how the idea of panopti-
con (Foucault, 1979) can be applied to better
understand the offenders’ behaviour to manage
surveillance issues related to child abusive
material. Brief reflections upon the application
of emancipation in relation to the studied topic
will also be made (Alvesson & Deetz, 2000;
Stahl, 2008). Furthermore the article aims to
contribute to the debate of this topical 1ssue
and thereby support policy developments on a
national and international level. It is of critical
importance to study the offenders’ use of ICT
as part of their offending behaviour (Sheldon
& Howitt, 2007). The development of effective
legal and technological regulation models for
preventing child abuse crime vialCTare depen-
dent on our understanding of the offenders ICT
usage (Eneman & Gillespie, 2009). The article
is organised as follows: in the next section the
theoretical framework of critical information
systems research is presented with a focus
on the theoretical concept of panopticon, fol-
lowed by a description of the research strategy.
Then the findings are presented, followed by
a discussion and finally the article closes with
a conclusion.

THEORETICAL FRAMEWORK
Critical IS Research

An emerging research field within the IS dis-
cipline, relevant for this study, is critical IS
research (CISR) (Howcroft & Trauth 2005).
CISR can beseenasareactiontothemainstream

IS research which tends to assume that techno-
logical innovation is ‘inherently desirable’ and
beneficial toall (McGrath, 2005). The offenders’
usage of ICT for child abusive material is an
illustrative example of how well established
usage of ICT becomes the foundation for
harmful content. CISR is based on ‘critical
theory’ (Horkheimer and Adorno, 1972; Klein
and Huynh 2004; Croon- Fors, 2006). *Critical
theory’ is not a unified theory ‘but rather a set
of loosely linked principles’ (Klecun, 2005),
with a commonality ‘to change the status quo
and promote emancipation’ (Alvesson & Deetz,
2000; Stahl, 2008). Critical IS researchers use
a wide spectrum of critical social theories (for
example Bourdieu, Foucault, Habermas) to
critically question established assumptions
about the technology, its use and its implications
(Cecez-Kecmanovic, 2005, Willcocks, 2006).
Engaging in CISR entails the study of the re-
search object withtheaid of concepts relevant to
critical theory, for example domination, power,
control, emancipation etc (Cecez-Kecmanovic,
2005). Tn addition to using relevant concepts,
the research object should be placed in a wider
historical, political, socialand economic context
(Alvesson & Deetz, 2000). A wider discussion
of the historical, social and political context of
child pornography can be found in Taylor and
Quayle (2003) and Sheldon and Howitt (2007).
By critically questioning ‘social realities” and
providealternative insights howthese ‘realities’
are historically, politically and socially con-
structed and strongly shaped by asymmetries of
power in society, we are able to move beyond
established definitionsand assumptions and can
achieve emancipation from traditional existing
structures (Cecez-Kecmanovic, 2005; Alvesson
& Deetz, 2000).

The central aim in critical IS research is its
deep interest of emancipation (Stahl, 2008; Al-
vesson & Deetz, 2000). Stahl (2008) highlights
some of the fundamental problems involved
with the critical intention to emancipate, for
example when the research subjects do not
prefer to be emancipated. The emancipatory
perspective in this articlerefers to emancipation
onasocietal level to effectively protectchildren
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through legal and technological regulations
(Gillespie, 2008). The rationale to study the
offenders’ surveillance practices is to obtain
nsights about their behaviour that can be used
in the development of effective societal child
protection strategies.

Surveillance and Panopticon

- Surveillance is nota new phenomenon, humans
have always kept an eye on each other with
purpose to control their surrounding (Lyon
1994). The diffusion of ICT in society has
however changed the conditions for surveil-
lance radically (Lyon, 2006). One of the most
important differences is that today with the use
of ICT, the surveillance systems have become
less obvious, more systematic and subtle in our
everyday life (Haggerty, 2006). Accordingly,
people seldom know exactly when they are
subjects of surveillance or how comprehensive
others’ knowledge of them actually is (Lyon
1994). Both Murray (2006) and Lyon (2006)
accentuate the dualistic nature of surveillance
technologies. Lyon (2006) claims that surveil-
lance technologies have ‘two faces’ and can
be used to control unwanted behaviour, such
as illegal activities, but at the same time the
technology can be used to facilitate such il-
legal activities (Lyon, 2001), One of the most
unparalleled metaphors of the power of surveil-
lance in the contemporary world is panopticon
(Foucault, 1979; Lyon, 2006). The pancpticon
was originally an architecture design developed
by Bentham as a special surveillance tower for
a prison (Foucault, 1979). This architecture
consists of a ¢entral visible surveillance tower
and a courtyard surrounded by an outer ring of
cells (Willcocks, 2004). The issue of visibility
is of vital importance in the panopticon design,
since it constantly reminds the prisoners of the
possibility of being observed (Foucault, 1979).
The design is based upon the principle that the
few guards in the tower could watch the many
prisoners in the cells, while the observed could
not communicate with each other, nor see the
observers, but are constantly aware of the risk
of being monitored by the guards (Willcocks,

2004). With this design, surveillance became
automated and depersonalized as the identity of

- the observer remains hidden (Lyon, 2001).

-Foucault (1979) reinvented the concept
of panopticon as a metaphor for ‘modern dis-
ciplinary societies’. Panopticon can be seen as
‘the illusion of constant surveillance’, since
the prisoners are constantly aware of the risk
of being monitored regardless if they de facto
aremonitored or not (Foucault, 1979; Whitaker,
1999). The feeling of constant surveillance
creates a ‘permanent panopticon’, where the
prisoners act as if they are constantly moni-
tored (Jonsson, 2006). The panopticon design
constitutes a power mechanism that aims to
controland discipline the prisoners’ behaviours
(Willcocks, 2004). As the prisoners fear that
they might be watched, andfear punishment for
transgressions, they internalize rules (Foucault
1979). According to Foucault (1979) power
should be seen as something that is exercised
rather than possessed in the panoptic environ-
ment. The power is exercised and maintained
by the individuals in the panoptic environment.
In Foucault’s point of view, power relations
should not be seen as merely negative but
productiveas well (Foucault, 1979). The panop-
ticon design constituted an automatisation of
the surveillance systems. While the design of
panopticon allows the few to watch the many,
the concept of synopticon (Mathieson, 1997)
refers to surveillance practices where the many
watch the few (for example through television).
Mathieson (1997) argues however that these
two systems should not be seen as each others
contrasts, since they can interact intimately
and strengthening each other (Lyon, 2003).
Mathieson (1997) emphasizes the parallels
betweensynopticonand panopticon. They have
developed through the same period, from 1800
to 2000, and both have been ‘technologically
upgraded and intensified in the later twentieth
century’ (Lyon, 2003). Another common char-
acteristic is that they can both be used as means
of power (Lyon, 2003).
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Surveillance, Panopticon and ICT

Through theuse of ICT the surveillancecapabili-
ties have been expanded and further automated
(Lyon, 2006). ICT enables many processes
and tasks to be performed at the same time
and can be used to large-scaie collection and
storage of data (Jonsson, 2006). The technol-
ogy also allows for data to rapidly flow within
and between different systems, Jonsson (2006)
describes how ubiquitous environments can be
seen as panoptic environments since they enable
a form of surveillance, which persists across
time and space where people have to assume
that they can be monitored the whole time. The
issue of visibility, a central visible surveillance
tower, is one of the major differences between
the original panopticon and surveillance sys-
tems based on ICT (Lyon; 2006). ICT-based
surveillance systems are often concealed in
the environment and are thus invisible for the
users. Jonsson (2006) claims thata consequence
of this, when the surveillance mechanisms are
embedded in the environment, is that the us-
ers are aware that surveillance potentially can
take place at any time, performed by unknown
actors and for unknown purpose. Ball (2006)

describes how powerful panopticon structures-

can elicit active resistance, where strategies
to avoid surveillance are developed. Research
shows that users in ICT-based environments
can circumvent surveillance capabilities in the
environment (Timmons, 2003), by finding out
when they are being monitored and organise
collective resistance (Bain & Taylor, 2000).
This highlights that it is a mistake to believe
that surveillance systems result in complete
disciplinary power (Lyon, 2006).

Critique of Panopticon

Eventhough the panopticon isa strong metaphor
to conceptualize and understand surveillance

practices it has been criticised for its limita- -

tions to adequately understand contemporary
technological societies (Lyon, 2006, Haggerty,
2006), The critique 1s based upon the argument
that we must “‘move beyond’ panopticon, since

the concept does not reflect all aspects of com-
puterized surveillance. Poster (1995) introduced
the concept ‘super panopticon’ to illustrate how
databases enhancethesurveillance capabilities.
The ‘postmodern panopticon’is another concept
presented by Albrechtslund (2005} to highlight
the new dimension introduced by ubiquitous
computing. Despite ifs critique, the panopticon
concept refuses to go away and the reasons for
this are manifold but clearly one of them is that
panopticon is such a rich multifaceted concept
(Lyon, 2006). It can be used for interpretation
in a number of ways and in different contexts.
Lyon (2006)argues thatit is impossible to evade
some interaction with the panopticon, either his-
torically or in today’s analyses of surveillance.
Following the same vein, Boyne (2000) claims
that it is best to ‘accept the panoptic presence,
even if only as the ghost lurking within the
post-panoptic world’,

Panopticon in Different Contexts

Willcocks (2006) argues that despite that Fou-
caulthimself wrote little directly about ICT, the
work of Foucault is useful for the IS discipline
in contemporary social studies of ICT. The
concept of panopticon has been used in the
analysis of different contexts such as prisons
(Foucault, 1979), workplaces (Zuboff, 1988;
Doolin, 1998; Jonsson, 2006; Ball, 2006) and
in other public spaces (Koskela, 20006). Adam
(2005) has applied a similar surveillance and
control perspective in her studies of cyberstalk-
ing and Internet pornography. Adam’s focus
is upon the offenders’ possibility to carry out
surveillance on potential victims in this techno-
logical environment. In the light of the risk of
being monitored when carrying out a criminal
offence such as child pornography, this article
applies the concept of panopticon. The motiva-
tion to use this concept 1s to obtain insights of
how the individual offender manage the risk of
surveillance when downloading, distributing
and exchanging child abusive material by using
ICT (Foucault, 1979; Lyon, 2006, Willcocks,
2006; Jonsson, 2006; Brooke, 2002).
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RESEARCH METHODOLOGY

Researching the ‘world of child pornography’
(Taylor & Quayle, 2003) involves both certain
practical and ethical considerations. This in-
cludes for example howto gain access to people
who have experience from this world as they
can be characterised as a ‘hard to reach group’
for people outside this world (Taylor & Quayle,
2003; Wilson & Jones, 2008). Due to that the
production, distribution and possession of child
pornography is a criminal offence in most West-
ern countries, it is unlikely that people involved
in this world would be willing to discuss their
activities prior convictions. It would also bean
extremely difficult and complex issue, practi-
cally, ethically and legally, foraresearcher totry
and gain access to non-convicted persons who
have experience of producing and/or download-
ing and/or distributing and/or exchanging child
abusive material. The approach used within this
study has been to interview offenders convicted
of child pornography (Taylor & Quayle, 2003;
Neaks & Wincup, 2004; Wilson & Jones, 2008).
It could beargued that offenders who have been
involved in activities related to the world of
child pornography are key experts and thus can
provide information about their activities and
behaviour within this world (Wilson & Jones,
2008). The motivation to interview convicted
offenders was to obtain informationthat increase
the understanding about how the individual
offender manage the risk of surveillance when
downloading, distributing and/or exchanging
child abusive material.

“Data Collection

The data was collected through semi-structured
interviews with fifteen male offenders (Taylor
& Quayle, 2003; Noaks & Wincup, 2004) aged
19t0 55 years old. They haveall been convicted
of production and/or, distribution and/or pos-
session of child pornography, where ICT has
been used. Of these fifteen offenders, eleven
were also convicted for other sexual offences,
mainly sexual abuse against children. These
other offences have however not been in focus

inthisarticle. The offenders camefroma variety
of demographic backgrounds and their engage-
ment with treatment programmes also varied.
The researcher gained access to the offenders
through prison psychologists at the prison and
probation services. Noaks & Wincup (2004)
emphasize that it is important that researcher
address the responsibilities they have to their
respondents. This includes ensuring thatthere-
lationship between the researcher, who collects
the data, and the respondent, who provides the
data, is clearand professional. This was achieved
by providing all the respondents, prior the in-
terviews, with an information letter about the
study and the principle with informed consent.
(Brantsaeter, 2001; Taylor & Quayle, 2003;
Noaks & Wincup, 2004). The letter contained
information about(1)the purpose with thestudy
and the interviews, (2) how the data would be
used and stored, (3) the issue of confidentiality,
(4) that the participation was voluntary and that
therespondents could withdraw atany timeand
if so none of the data would have been used and
finally (5) informationhow to getin contact with
the researcher at a later stage if the respondent
would like to comment and/or ask anything in
relation to the study.

All the interviews took place in the prison,
either in the visiting room or in the prison psy-
chologist’s office. The interviews, each lasting
between 1.5 and 2 hours hours, were in eleven
cases taperecorded and latertranscribed. In four
cases, where the respondents did not want the
interview to be tape recorded, field notes were
taken and carefully written out immediately
after the interview {Silverman, 2005; Noaks &
Wincup, 2004). The same researcher has both
interviewed the respondents and transcribed
the data (Taylor & Quayle, 2003). The purpose
with the interviews was to obtain a deeper
understanding of the individual offender’s
management of the risk of surveillance when
downloading, distributingand exchanging child
abusive material. During the interviews the re-
spondents were asked questions regarding their
individual experience, understanding and man-
agement of therisk of surveillance in the specific
context. Open-ended questions were used rather

Copyright © 2009, IGI Glebal. Copying or distributing in print or electronic forms without written permission of IGI Global

is prohibited.

subito e.V. licensed customer copy supplied and printed for Gothenhurg University Library Economics Library (SLIG2X00464E)



International Journal of Technology and Human Interaction, 5(4), 1-17, October-December 2008 7

than closed questions, and efforts were made
to “elicit stories’ from the respondents (Taylor
& Quayle, 2003; Noaks & Wincup, 2004). To
avoid eliciting ‘one-word answers’ (Hollway &
Jefferson, 2000), the open-ended questions were
designed like ‘tell meabout your experiences of
avoiding surveillance when downloading child
pornography’. Follow-up questions wereused to
further develop therespondents’ stories (Taylor
& Quayle, 2003). Since this study is part of a
wider ongoing research project, exploring the
offenders’ use of ICT for child abusive mate-
rial, the interviews covered more issues than
the surveillance related ones.

Data Analysis

The process of analysis should not be seen as a
distinctstage, butas an ongoing process that per-
meates every stage in the research study (Noaks
& Wincup, 2004). The process of transcription
offered the opportunity for initial reflection on
the data. Once the data was transcribed, it was
first read and re-read and initially notes were
taken to comment the material. Inthe nextstage
the material was structured and coded inrelation
to the research question and the data sorted into
emerging categories (Taylor & Quayle, 2003;
Noaks & Wincup, 2004), This was influenced
by theoretical concepts, such as surveillance,
_power, control and resistance etc, and a search
of patterns within the data (Coffey & Atkinson,
1996). During the laststage subjective meanings
were searched and differences and similarities
were identified among the categories identified
in the previous stage (Taylor & Quayle, 2003;
Silverman, 2005). In this study, the researcher
has used certain theoretical concepts, which
have worked as themes, both inthe design of the
data gathering and when analysing the data.

Critical Reflections

When reflecting on this approach critically, it
means thatthe researcher went into the area with
certain preconceived ideas and a thematic focus
when analysing the collected data. One of the
potential pitfalls with using a ‘theoretically un-

formed empirical research’ (Noaks & Wincup,
2004) as an approach is that the researcher only
focus upon themes known inadvanceand misses
other relevant themes inthe data. Theresearcher
has however tried to combine a ‘theoretical
informed empirical research’ approach with
‘openness and flexibility, (Coffey & Atkinson,
1996) in the search of themes in the data. An
alternative approach could have been the use
of a combination of analytic strategies. Such a
‘triangulation” approach could have provided
varying perspectives and as such alternative
insights of the research subject (Coffey &
Atkinson, 1996).

The limitations of the material should be

noted. All the respondents in this study have

been arrested and convicted of child pornogra-
phy and in many cases, as mentionedabove, also
for other sexual offences, Itshould beacknowl-
edged thatarrested and convicted offenders only
represent a fraction of all child pornographers
and that child pornography and other sexual
crimes have a very low reporting rate (Quayle
et al., 2006; Terry & Tallon, 2004).

Ethical Reflections

This study follows the ethical rules and guide-
lines for research, formulated by the Swedish
Research Council’. As described above, all the
respondents were prior their involvement in
the study provided with information about the
purpose of the study and how the material will
beusedandstored, Furthermore therespondents
have given their consent to participate in the
study. Another important consideration for
this study has been to ensure confidentiality
for the respondents. All identifying informa-
tion has been removed or changed to ensure
this. As described above this article is part of
a wider ongoing project, which is approved
by the Ethical Committee at the University of
Gothenburg. The interviews have provided a
rich source of information about the individual
offenders’behaviour when managing the risk of
surveillance, which would have been-difficult
to obtain ethically in any other way.
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FINDINGS

Before presenting the result regarding how
the offenders manage the risk of being under
surveillance, this first section presents findings
that illustrate the offenders” awareness of the
risk of being monitored. During the interviews
arecurring theme was the tension between how
to be able to conduct the desired activities at
the same time as avoiding being revealed. The
findings show that surveillance and anonymity
are considered as important and serious issues
among all the respondents. In the interviews
the offenders expressed concern about the risk
of being under surveillance when downloading
child abusivematerial. Itis considered important
among the offenders to protect their identity
and to reduce the risk of being detected. One
respondent expressed his concern of surveil-
lance as follows:

Yes, one always thinks about it. Every time you

put on the computer. You notice how it blinks
like hell and one starts to wonder who the hell
it is, sometimes one wonders if it is the cop. Of
course one thinks of it, every time one is out
there (Tnterview C)

This illustrates a constant awareness over
the risk of betng monitored. It also highlights
the uncertainty of not knowing who the other
persons are in the environment. The other re-
spondents confirmed this constant worrying.
They are well aware that production, distri-
bution and possession of child pornography
is a criminal offence according to Swedish
legislation and therefore they know that they
can be monitored at any time, The following
quotation illustrates how the awareness of the
risk of surveillance is expressed:

Of course I have felt chased. Sometimes I have

Jelt jittery, when it has been a lot of raids.
Then it is only a matter of time, one can be
totally jittery. But then one thinks that it won t
happen to me, but thats what everybody says.
(Interview J)

The anxioushess of being monitored ap-

-pears in different ways. Common issues thatare

expressed by the quotations above are feelings
of being chased, feeling jittery and being under
stress. The later quotation adds another dimen-
sion, which illustrates an interesting conflict.
The respondent describes the feeling of being
chased and that it is only a matter of time before
getting caught and at the same time he thinks
that it won’thappen tohim. However, the aware-
ness of the risk of surveillance does not seem
to refrain the offenders from their involvement
in the illegal activities. One the one hand they
express serious concern of the risk of being
monitored and getting caught, but on the other
hand they seem to persuade themselves that it
will not happen to them.

As this section has shown the offenders
are aware of the risk of being observed. This
result is however not very surprising, i.e. that
people who are involved in ¢riminal activities
are aware and anxious of the risk of being
monitored. The awareness does not seem toact
as a deterrent for not downloading, distributing
and exchanging child abusive material, instead.
different strategies have been developed and
adopted by the offenders.

Developed Strategies

Two principal strategies relating to how the
respondents manage the risk of surveillance
emerged during the analysis: technological and
social strategies. The strategies are often used
in a combination, which further indicates the
importance of studying the social behaviour
and social context, which affect the develop-
ment and adoption of technological strategies
(MacKenzie & Wajcman, 2002).

Technological Strategies
Teéhnology Choice

All the respondents state that it is important to
use securetechnology and consequently itis also
important to avoid insecure technologtes. The
respondents express that they are careful in their
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choice of technology. The technology choice
is based on their belief that it is a more secure
technology to use, i.e. that it is more difficult
for law enforcement to monitor their activities.
When talking about the use and security level
among different types of ICT one respondent
expressed his experience of choosing secure
technology like this;

One quickly learnswhich technology one should
use to not be visible. (Interview F)

This illustrates that the offenders view
certain technologies as insecure and others as
moresecure, and that this is something they learn
quickly. The technologies that are considered
more secure, make the user more invisible and
act as a shield for surveiliance systems. When
talking about insecure and secure technologies
the respondents were unanimous in their atti-

tude against World Wide Web. One respondent

expressed his concern as follows:

Web pages are not to think of, they are too
insecure. (Interview B)

This quotation shows that the respondents
exclude certaintechnologies sincethey are con-
sidered to be insecure. This quotation indicates
that this particular technology, World Wide Web,
is not even an alternative due to the insecurity.
The concern of using insecure technology is
confirmed in the following quotation, but this
quotation also shows the offender’s aware-

ness of the consequences of using insecure

technologies.

And yet one knows that if one use for example
WinMX ffreeware peer-to-peer file sharing
program], andifone meets the wrong person on
the other side one is screwed up. Ifloading up to
a board without encryption, one is also totally
screwed up. If I start downloading from a news

server, [ am logged everywhere. Sometimes one

does not think about it. (Interview E)

What is shown here is the offender’s’
awareness of the risk of using insecure technol-
ogy, and consequently that the risk of getting
caught is increased by using insecure technol-
ogy. The quotation also illuminates the fear
of not knowing whom the other person really
is that the respondent is exchanging material
with, Awareness and concern are expressed
over being logged, i.e. that data is collected
about the respondent’s activities when using
insecure technology. It is however interesting
to note that despite the awareness of the risks,

" the respondent says that he sometimes does not

think about the risks but just do it.

Advice and Recommendations
regarding Technology Use

Users, who initially don’t possess adequate
knowledge about which technology that is
preferable to use to enhance the security, can
obtain advice and recommendations from
other users.

During one of the first occasion when I'was out
looking for something io download, I talkedwith
apersonwho had greater experience of this than
me. He gave me tip-offwhich technology i should
use and which to avoid. (Interview N)

This supports the idea that people who are
part of the ‘world of child pornography’ (Taylor
and Quayle, 2003) advice each other regarding
technological issues, based on the rationale to
enhance the protection of their identity, The in-
clination to help each other can be explained by
the factthatadvising other in their environment
can also be seen as a protection of themselves.
This is due to the fact that production, distribu-
tion and possession of child pornography is a
criminal offence in many countries, and if one
is caught several others also risk to get caught
if there are any traceable connections.
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Obligatory Rules regarding
Technology Use

Besides the advice and recommendations there
are a further dimension, with obligatory rules
which the user is obliged to follow. Within this
network it was obligatory to follow the guide-
lines in the manual regarding the technology
use. It is interesting to note that the members
actually are forced to use certain types of tech-
nology, otherwise they risk to be excluded from
the network. The purpose with these obhigatory
rules is to ensure a high leve! of security for all
the members within the network.

Everything is built from the ground, all these
boards had programmers. One chapwhowrites
the scripts and who is responsible for it. There
was another chap who was responsible for
a manual with guidelines which everybody
were forced to use, about secure technology.
(Interview K)

Another - interesting aspect shown here
is how the network is organised, with certain
persons responsible for differentaspects. Within
this particular network there were for example
programmers responsible for the scripts. An-
other person was responsible for the manual.
Respondents who have been member in other
networks confirmed that it is common with this
kind of social organisation.

Social Strategies

Use of Personal Information

If we move beyond the technological strate-
gies the findings show that the offenders also
have developed and adopted different social
strategies. As mentioned before, the techno-
logical and social strategies are often used ina
combination and it is important to understand
both the technological and the social aspects of
the offenders” behaviour since the two aspects
are strongly connected and affect each other.
The awareness of the surveillance risk and the

incitement to protect the identity affects the
offenders’ behaviour when interacting with
other. Oneapproachthat is commonly practiced
among the respondents is to be careful with
revealing personal information about oneself
when interacting with others. This is due to the
fact that they almost never can be sure who the
other personreally is. One respondent expressed
it like this:

Lhave never revealedmy real identity and I know
that nobody else does it either, it s the way it is
you don t think about it. (Tnterview G)

This statement shows thatthe offenders are
careful with revealing personal information that
can reveal their identity. It also shows that this
approachis considered to be generally accepted
among the users.

Use of Alias

One effect of being careful with personal infor-
mation is thatthe offenders use several different
alias instead, to enhance the protection of their
identity. The risk of getting caught is considered
to be reduced when using several alias instead
of always using the same. The use of different
alias is illustrated in following quotation:

I have different names. A sometimes, B some-
times, C sometimes, it varies. One just picks a
name. Unfortunately I can 't remember all the
names right now, they are too many. No, I can’t
say that I have used any specific name more
than the other. (Interview O)

This respondent claims thathe does notuse
any particular alias more than the other. This
15 however not a common approach among
the other respondents, instead they state that
they have one or two alias that they use more
frequently. This behaviour can be explained by
thefactthatitis considered importanttobuild up
a reputation connected to the used alias to gain
status among like-minded in the environment
(Taylor & Quayle, 2003; Eneman, 2005).
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Rules for Interaction

Rules for interaction constitutea further dimen-
sion of social sirategies that are used within
closed networks. The purpose with the rules
is to enhance the collective security for the
users within the network. Following quotation
exemplifies what sort of interaction that the
rules attempts to regulate:

Itk just the way it is, there has to be certain
rules for how it should work, what is allowed
and what is not. It is the main administrators
that create the rules. For example, there are
rules that forbid buying and selling. Payment
is never allowed. [f one is to sell or buy mate-
rial, there has io be some personal information
and then it is a risk of being revealed in some
way. We are in fact not allowed to exchange
names and telephone numbers and stuff like
that, but people do that anyway after a while.
(Interview 1)

Rules are considered necessary for the
network to work safety. Once again we see
example of the social organisation of these
networks. Main administrators are responsible
for creating the rules. Technological rules were
presented earlier, which purpose is to regulate
the technology used among the users to enhance
the security. In this example the rules attempts
to regulate what interactions that should be al-
lowed in the network. Buying and selling are
forbidden, since such transactions oftenrequire
a certain amount of personal information and
consequently enhancetherisk of being revealed.
It is also possible to discern a conflict here
since the respondent express that the users do
not always follow the rules.

Use of Languages

The following quotation is an illustrative ex-
ample where the offenders carry out counter-
surveillance towards their environment, withthe
purpose to reduce the risk of being monitored.
All the offenders in this study are aware of the
possibility to carry out surveillance as a form of

counter-strategy. They also state that they have
monitored other users’ behaviour in the ICT-
based environment. The following quotation
shows how the use of language is monitored:

At least he is English-speaking, its obvious in
the way he writes. Most write in English, but
you notice that some make spelling mistakes.
Germans don't master English, it5 obvious.
Theywrite really bad, Frenchmen aswell. They
mix terribly. One can tell directly that English
is not their native language. (Interview 1)

The respondent is attentive and observes
another user’s language usage during their
interaction. What is observed is how well the
user master the English-language, by spelling
correctly. Based on this observation the re-
spondent draws certain conclusions regarding
the nationality of the user. This constitute an
interesting example of how the offenders are

" able to discern further information about the

other users during their interaction, besides the
information actually written.

Use of Patterns

Besides the possibility to observe the language
usage, other behaviour have also been observed
among the offenders: '

I am quite sure that it was the same person. We
were several that suspected that. Well, the way
these two persons loaded up stuff. Sometimes
it was the same places and everything. It is too
similar for two different persons to do exactly
like that. (Interview I)

This is an illustrative example of how the
technology is used to observe another user’s
behaviour when uploading material. The of-
fenders are attentive and suspicious of certain
behaviours in their environment. Furthermore,
whatisshown is that several users have observed
this particular user’s behaviour and that they
have also discussed this user’s behaviour with
each other,
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DISCUSSION

In this section, the findings will mainly be
discussed in relation to the theoretical concept
of panopticon. The section will also conclude
with some brief reflections regarding the ap-
plication of the concept of emancipation on
this topic.

Feeling of Constant Surveillance

One of the main principles with the panopti-
con design is to mediate a feeling of ‘constant
surveillance’, where the individuals may not
really being observed, they just think or imag-
ine that they are (Foucault 1979, Lyon, 20006).

~ The offenders’ statements are well in ling with
this principle. The results show that they are
constantly aware of the risk of being monitored,
which confirms the feeling of ‘constantsurveil-
lance’. Panopticon aims to controland discipline
undesirable behaviour by making the prisoners
act as if they were observed (Foucault, 1979).
The offenders’ awareness of the constant risk
of being monitored indicates that the ‘power
mechanism’ of panopticon works in ICT-based
environments (Willcocks, 2004). However, the
‘power mechanism’ doesn’t seem to act as a
deterrent for the offenders. The results showthat
they have developed and adopted resistance in
form of differentstrategies to beable to continue
with their activities. This illuminates thatitisa
mistake to believe that panoptic environments
result in complete disciplinary power (Lyon,
2006; Jonsson, 2006).

Resistance of Surveillance

Powerful panopticon structures can elicit
resistance (Foucault, 1979). Ball (2006) de-
scribes how the knowledge about the risk of
being exposed of surveillance can evoke active
resistance among those who believe that they
might be monitored. As the findings show the
offenders have developed and adopted differ-
ent strategies to circumvent the risk of being
observed, to be able to continue with their
activities. Two principal strategies have been

identified: technological and social strategies,
and they are commonly used in a combination,
The developed strategies constitute an illustra-
tive example of the offenders’ active resistance
of the surveillance capabilities in the environ-
ment. Some of the strategies are developed on
an individual basis while other can be seen as
the organisation of a collective resistance (Bain
& Taylor, 2000). The offenders’ purpose, with
these developed strategies, 1s to reduce the
risk of being visible when carrying out their
activities. For the offenders it is important to
be as invisible as possible when carrying out
their activities, since many actions surrounding
the phenomenon is a criminal offence (Taylor
& Quayle, 2003).

The development and use of strategies
such as ‘technology choice’ and ‘use of alias’
are based on the belief that the use of secure
technologies, such as encryption etc, make
them invisible for surveillance systems in the
environment, Some of the identified strategies
may seem obvious such as the importance of
using ‘secure technology’, carefulness with
‘personal information’ and ‘use of alias’ etc. It
is however important to develop knowledge,
based on empirical material, aboutthe offenders

_technology use for child abusive material. The

development of technological and legal regula-
tion models (Gillespie, 2008) must be based on
adequateknowledge, empirically underpinned,
regarding the offenders’ behaviour otherwise
these regulation models risk being ineffective.
The result from this article shows that the of-
fenders are aware that certain technologies are
more insecure to use and that they risk being
visible for surveillance systems if using them.
Therefore, they avoid using technologies such
as World Wide Web. This result also highlights
why technological regulation such as different
Internet Service Provider’s (ISPs) filtering
techniques, which block the access via World
Wide Web to certain websites containing child
abusive material, don’t work effectively (Ene-
man, 2006).
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The Issue of Visibility

Certain differences have been identified
between the original panopticon design and
contemporary surveillance structures based on
ICT. The issue of visibility is one of the main
differences (Willcocks, 2004). In the original
panopticon the surveillance tower is visible,
whereas in ICT-based environments the sur-
veillance capabilities is invisible ‘embedded’
in the environment (Jonsson, 2006). The result
shows that the offenders feel a constant risk
of surveillance, despite that the surveillance
systems often are invisible in the environment.
This result indicates that theissue of visibility of
surveillance systems should no beconsidered as
adecisiveaspectregarding surveillancesystems
in ICT-based environments. Another aspect
that differs is that the prisoners in the original
panopticon design could not communicate with
each other, norseethe observers. Asthisresearch
shows, the offenders have communicated with
each other regarding surveillance issues. An
example of this is when they discuss another
user’s language use. The two examples with
the observation of another person’s language
use and the observation of another person’s
behaviour when uploading material show how
the offenders have adopted counter-surveillance
as a strategy to monitor other persons and their
behaviour in the environment.

Usefulness of Panopticon

For the purpose of this article, the concept of
panopticon was useful in the organisation and
coding of the empirical material since it helped
the researcher to identify and reflect upon ele-
ments such as power, control, discipline and
resistance, which are central to adequately
understand surveillance practices. Itis however
important to reflect of the risk, when using
theoretical concepts, that the researcher focuses
too much upon these concepts and therefore
risks to miss other relevant themes in the
material. Besides being useful in the analysis,
the concept was also useful in the discussion
since it helped the researcher to focus upon the

important elements, mentioned above, which
are central components for the understanding
of surveillance practices.

Limitations of Panopticon

One of the main principles of the panopticon
design is that it allow for ‘the few guards to
watch the many prisoners’ (Foucault, 1979).
One of the characteristics with contemporary
technological environments is thatitenables for
the many to watch the many. According to this,
it is important to question whether panopticon
is the most useful concept to fully understand
the contemporary surveillance practices or if we
should listen to the voices raised which claims
thatitistimeto ‘movebeyond panopticon’(Lyon
2006, Haggerty 2006). However, despite its cri-
tiqueand limitations the concept of panopticon
canbeused as apowerful concept tounderstand
some of the complex issues of surveillance in
contemporary society (Lyon, 2006; Koskela,
2006; Boyne, 2000). Despite that panopticon has
been useful to understand some of the complex
issues of the offenders surveillance practice,
this article claims that we need a new concept.

 We now have the concept of ‘synopticon’ for

studyingsurveillance practices where ‘themany
watch the few’ (Mathieson, 1997) and the con-
cept of ‘panopticon’ where ‘the few watch the
many’ (Foucault, 1979). What is needed, is a
third concept thatacts as a complement to these
two and that can be used to better understand
contemporary complex surveillance practises
where the many watches the many.

Emancipation

Finally, this topic constitutes an illustrative
example of the complexity involved with the
critical intention of emancipation (Alvesson &
Deetz, 2000) within the field of critical IS re-
search, Stahl(2008) argues that thereare certain
‘fundamental problems’ involved when carrying
outcritical empirical IS research and accentuates
thatthereare certain ethical concerns involved in
theapplication of the emancipatory perspective.
Hehighlights the complexity thatarises when for
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exampletheresearcher’sambition is to emanci-
pate the research subjects whereas the research
subjects don’t wishes to be emancipated. The
emancipatory perspective in this article refers
to emancipation on a societal level (Alvesson
& Deetz, 2000) to effectively protect children
through legal and technological regulations
(Gillespie, 2008). Theresearchers motivationto
study the offenders practice has been to obtain
knowledge about their technological and social
behaviour in relation to the research question,
since this kind of knowledge based on empiri-
cal findings is critical in the development of
effective child protection strategies (Taylor
& Quayle, 2003). The issue of emancipation
in relation to the different stakeholders in the
context of child abusive material is a complex
issue that will be explored in more detail in
future studies.

CONCLUSION

The aim of this article was to explore how of-
fenders manage the risk of surveillance when
downloading, distributing and exchanging child
abusive material. The topic is strongly related
to issues such as use, misuse and regulation of
ICT and hence highly relevant and interesting
for critical information system researchers.
Child pornography is an emotional topic
where moral opinions tend to dominate the
debate rather than empirical based research.
In summary, the article shows that the risk of

surveillance does not act as a deterrent for the

offenders, instead they behave as active actors
and have developed resistance to reduce the
risk of being monitored. Two princtpal strate-
gies, technological and social, were identified
which the offenders have developed to reduce
the risk of being monitored when download-
ing, distributing and exchanging child abusive
material. This emphasizes that it is 2 mistake to
believe that panoptic environments automati-
cally result in disciplinary power.

The theoretical contribution of the article
is to show how critical ideas such as Foucault’s
concept of panopticon can be used to highlight

issues related to misuse of ICT. The concept of
panopticon has been useful to better understand
the offenders’ surveillance practice, since it
enabled the researcher to identify, reflect and
understand how central elements such as power,
control, discipline and resistance affect the of-
fenders’ behaviour and shape their surveillance
practice. However, this articleargues thata new
concept with a critical edge is needed to better
understand contemporary complex surveillance
practices that allow for the many to watch the
many. To be useful for its purpose, the concept
should be designed to act as a complement to
panopticon and synopticon.

Furthermore, the article highlights the
complexity involved in the critical intention
to emancipate. The ultimate goal for critical
researchers is to contribute to the transforma-
tive praxis and therefore it is important to be
explicit with who is going to be emancipated
and why. The emancipatory perspective in this
article refers to emancipation ona societal level
to effectively protectchildren throughlegal and
technological regulations. In this article the
researcher has studied the offenders practice to
be able to obtain insights about their behaviour
that can be used in the development of effective
preventative child protection strategtes. Further
critical studies are called for to investigate the
complexity that can arise when applying the
concept of emancipation within the area of
child abusive material.

Critical reflection of the conducted research
is considered as an important part of critical
research. Following that vein, it should be
acknowledged that the article has not covered
all possible angles such as the economic, his-
torical, political and social context, which are
considered central for a critical investigation
of a social phenomenon. A more detailed ethi-
cal analysis of the topic may also have helped
highlighting certain issues. A critical reflection
of the selection of respondents, i.e. indicates
that the result from this study is perhaps more
representative of convicted offenders rather
than of non-convicted offenders downloading,
distributing and exchanging child abusive mate-
rial. Which raises the question if non-convicted
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offenders have developed and use different
and more advanced strategies to avoid being
detected.

Despite certain limitations of this article, it
will hopefully make an important contribution
to the theoretical field of critical information
systems research by showing the relevance of
critical research when applied to misuse of ICT
and to the debate surrounding child abusive
material by providing insights of offenders
behaviour when downloading, distributing and
exchanging chifd abusive material.
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